
Zoombombing Protections 
 

What is Zoombombing? 
Zoom is a tool UIW has used for several years for web conferencing and online office 
hours. Lately, it has been pressed into service at UIW to facilitate remote teaching and 
learning. It is being used by most of our faculty.  
 
Unfortunately, there are some who have also discovered a unique opportunity to disrupt the 
online learning experience. This activity, also known as “Zoombombing” has been noticed at 
UIW and we are working to stop the activity.   
 
Fortunately, Zoombombing is not a difficult issue to resolve.  Please review the following 
strategies to eliminate the options unauthorized attendees can use to disrupt your next Zoom 
Session. 
 
Inform your students 
Take time in an email or announcement to inform your students you are taking additional 
safety and security precautions to ensure their safety while attending a Zoom session.  
Remind them you trust they are not involved in these actions, but precautions have been 
taken for the good of the University.  
 
Strategic Sharing 
Zoombombing can happen when a meeting link has been shared publicly. Avoid posting your 
links on a public website or sharing them in an email. There are ways to make the link easily 
available to your students, but not to other people. 
 

1. The UIW Blackboard template includes a link to Zoom. Use this link for a Zoomed 
session of a regular class meeting, so it is only accessed by students enrolled in your 
class. 

2. You should require passwords when scheduling new meetings using your Personal 
Meeting ID (PMI) and when you are creating an instant meeting. 

 
Set up a waiting room 
You can set up a waiting room for participants to enter. This is also a great way to check 
attendance. As you let the students enter one by one, you can note they have attended the 
class. 

• Attendees stay in the waiting room until you release them.  
• Anyone who is not authorized to be in the class not allowed in the room. 
• If an attendee is attempting to access to the room, they can be removed.  
• If your class is large, you may choose to send only guests to the waiting room.  

 
Disable Chat 
Disable chat until all students have been granted entry. Re-open chat when you are ready.  
 
Silence is golden 
Muting your students keeps background noise like phone calls, Netflix-binging roommates, and 
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pets silenced — reducing distractions for other attendees. This is always a good idea, 
Zoombombers or no Zoombombers.  
 
Participant Options 
Use the hand-raise option to call on students. Students can do more than raise their hands. 
They can answer yes-or-no questions, applaud a well-made point, or inform instructors they are 
taking a short break.  
 
Roadblocks 
UIW has made the following changes to Zoom to strengthen security: 

• We have adjusted your Screen Share Options so attendees cannot screenshare 
unless you allow screensharing within the meeting settings. 

• We have disabled attendee annotation, so attendees cannot use the annotation 
tool unless you allow it.  

 
Stay Safe while Zooming 

• Avoid posting links to conferences in public places (social media, forums, websites). Use 
Blackboard, email or other controlled methods to distribute links. 

• If you must post a link publicly, do not use your personal meeting room, have Zoom 
create a different meeting ID for each purpose. 

• Configure your meetings to only allow the host to present.  
• Never give control of a meeting to an untrusted participant. 
• Click here to read more about safety features.   

Access Zoom from Blackboard 

 

1. Open Blackboard 
2. On the course menu, locate Course Tools and click 

Zoom 

 
3. Click Zoom Meeting 

Protect your meeting with a Zoom password 

 

1. Go to uiw.edu 
2. Click on Cardinal Apps 
3. Click Zoom 

https://nam03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fblog.zoom.us%2Fwordpress%2F2020%2F03%2F20%2Fkeep-the-party-crashers-from-crashing-your-zoom-event%2F&data=02%7C01%7Ctpeak%40uiwtx.edu%7Cd16d9f3cbb394a6195e908d7d5a8b7b3%7C0625d309c5bc41209828ea3d7071af19%7C0%7C0%7C637212793014391449&sdata=8qoNKspaQnnZuZt1IuQq%2FGKMwjIGyE75RDNBYE44Xe4%3D&reserved=0
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4. When Zoom opens, click Settings 

 

5. Scroll down and move Require a password for 
Personal Meeting ID (PMI) toggle to the On (blue) 

position  
6. Choose the All meetings using PMI password 

requirement setting 
7. Click Save 

 

8. You can enable meeting passwords for instant 
meetings. A random password will be generated 
when starting an instant meeting 

9. Move Require a password for instant meetings 

toggle to the On (blue) position  

 

10. You can enable meeting passwords when scheduling 
new meetings. A password will be generated when 
scheduling a meeting and participants require the 
password to join the meeting 

11. Move Require a password when scheduling new 
meetings toggle to the On (blue) position  

 
12. To generate a password,  click Schedule meeting 
13. Type the password in the indicated window. The 

password will apply to all scheduled meetings 

Set up a Waiting Room 
The Waiting Room feature allows the host to control when a participant joins the meeting. As 
the meeting host, you can admit attendees one by one or hold all attendees in the waiting room 
and admit them all at once. You can send all participants to the waiting room when joining your 
meeting or only guests, participants who are not on your Zoom account or are not signed in  

 

1. Go to uiw.edu 
2. Click on Cardinal Apps 
3. Click Zoom 
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4. When Zoom opens, click Settings 

 

5. On the Meeting tab, navigate to the Waiting Room 
option under In-Meeting (Advanced) and verify the 
setting is enabled. 

6. If not enabled, move the Waiting Room toggle to 

the On (blue) position  
7. Choose All Participants for small meetings less 

than 10 attendees and Guest participants only  
for larger meetings (more than 10 attendees) 

8. Click Save 

Enabling or disabling Waiting Room during a meeting 
 1. As the meeting host, click Manage Participants 

 

2. Click More at the bottom of the participants' 
window and choose Put Attendee in Waiting 
Room on Entry to enable or disable the feature 

Admitting and removing participants during a meeting 
 1. As the meeting host, click Manage Participants 

 

2. Click Admit to have the participant join the 
meeting. 

3. Click Remove to permamantly remove an attendee 
from a meeting 
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Admit all participants from the Waiting Room 

 1. As the meeting host, click Manage Participants. 

 

2. Click Admit all 

Sending participants to the Waiting Room during a meeting 

 1. As the meeting host, click Manage Participants 

 

2. Click More next to the participant's name and 
choose Put in Waiting Room 

Lock meeting 
You can restrict your meeting capacity by locking your meetings. Once all users have joined your 
meeting, lock the meeting and no other users will be able to join. 

 1. As the meeting host click Manage Participants 

 

2. Click More at the bottom of the participants' 
window and choose Lock meeting: Don't allow 
other participants to join the meeting in progress 
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In-Meeting chat 
The in-meeting chat allows you to send chat messages to other users within a meeting. You can 
send a private message to an individual user or you can send a message to an entire group. As 
the host, you can choose who the participants can chat with or to disable chat entirely. 

 1. While in a meeting click Chat in the controls 

 

2. This will open the chat on the right. You can type a 
message into the chat box  

3. Click on the drop down next to To: if you want to 
send a message to a specific person. 

4. When new chat messages are sent to you or 
everyone, a preview of the message will appear. 

Changing in-meeting chat settings 
If you're the meeting host, you can change the in-meeting chat settings. 

 1. While in a meeting, click Chat in the controls. 

 

2. Click More to display in-meeting chat settings. 
3. We recommend choosing either Host Only or 

Everyone Publicly 

Mute participants upon entry 
Automatically mute all participants when they join the meeting. The host controls whether 
participants can unmute themselves. 

 

1. Go to uiw.edu 
2. Click on Cardinal Apps 
3. Click Zoom 
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4. When Zoom opens, click Settings 

 
5. If not enabled, move the Mute Participants upon 

Entry  toggle to the On (blue) position  
 

Mute attendees in meeting 
 1. While in a meeting, click Chat in the meeting 

controls 

 

2. Click More to display in-meeting mute settings. 
3. Select Allow paticipants tpo unmute 

themselves  
• Select this option so participants can unmute 

themselves before talking 
• Deselect this option so only the host can unmute 

a participant 

Participant options 
 

 
1. While in a meeting, click Manage Participants in 

the meeting controls. 

 

2. Participants have the ability to: 
• Raise their hand 
• Answer Yes/No questions 
• Advise the speaker to slow down/speed up 
• Other options can be found under the More 

button including thumbs up, thumbs down, 
applause, taking a break, and not in meeting at 
this time 
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Screen share options 
 1. Click the menu button next to Share Screen 

2. Choose share multiple screens 

Share screen menu  
When you start sharing your screen, the meeting controls will move into a menu you can drag 
around your screen. 

 

1. Mute/Unmute: Mute or unmute your microphone 
2. Start/Stop Video: Start or stop your in-meeting 

video 
3. Participants/Manage Participants: View or 

manage the participants (if the host) 
4. New Share: Start a new screen share. You will be 

prompted to select which screen you want to share 
again 

5. Pause Share: Pause your current shared screen 
6. Annotate Whiteboard: Display annotation tools 

for drawing, adding text, etc. 

 

7. Chat: Open the chat window. 
8. Invite: Invite others to join the meeting. 
9. Record: Start recording locally or to the cloud. 
10. Allow/Disable participants annotation: Allow 

or prevent the participants from annotating on your 
shared screen 

11. Show/Hide Names of Annotators: Show or 
hide the participants' name when they are 
annotating on a screen share. If set to show, the 
participant's name will briefly display beside their 
annotation. 

 
12. Live on Workplace by Facebook: Share your 

meeting or webinar on Workplace by Facebook. 
Learn more about live-streaming a webinar. Learn 
more about live-streaming a meeting. 

13. Optimize Share for Full-screen Video Clip: 
Start optimizing for a video clip in full screen mode. 
Note: Do not enable this setting if you are not 
sharing a full screen video clip, as it will blur your 
screen share. 

14. End Meeting: Leave the meeting or end the 
meeting for all participants. 

 

https://support.zoom.us/hc/en-us/articles/115005759423-Managing-Participants-in-a-Meeting
https://support.zoom.us/hc/en-us/articles/115005706806
https://support.zoom.us/hc/en-us/articles/201362183-How-Do-I-Invite-Others-To-Join-a-Meeting-
https://support.zoom.us/hc/en-us/articles/201362473
https://support.zoom.us/hc/en-us/articles/203741855
https://support.zoom.us/hc/en-us/articles/115005706806-Annotation-as-a-Viewer
https://support.zoom.us/hc/en-us/articles/115005706806-Annotation-as-a-Viewer
https://support.zoom.us/hc/en-us/articles/115004793783-Streaming-a-Webinar-on-Facebook-Workplace
https://support.zoom.us/hc/en-us/articles/115005460286-Live-Stream-Meetings-on-Workplace-by-Facebook
https://support.zoom.us/hc/en-us/articles/115005460286-Live-Stream-Meetings-on-Workplace-by-Facebook
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